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WHO SHOULD USE THIS MODEL PROGRAM
NO ONE IS RECQUIRED TO USE THIS MODEL
PROGRAM.

H owever, if you determine that workplace security hazards
exist in your workplace, you may want to use some OR of
this Model Program or develop your own program immedi-
ately& independently.

Many workplaces are at risk for workplace violence but
certain workplaces are recognized to be at significantly
greater risk than others. Therefore, every employer should
perform an initial assessment to identify workplace security
issues. If the initial assessment determines that workers are at
a significant risk for workplace violence then the employer
should review the material presented in this model program.
There are a number of factors that have been shown to
contribute to the risk of violence in the workplace. If you
have one or more of the following factors at your workplace,
then you should consider your workplace to be at potential
risk of violence.

. Exchange of money.

. Working alone at night and during early morning hours.
. Availability of valued items, e.g., money and jewelry.

. Guarding money or valuable property or possessions.
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o Performing public and safety functions in the community.

. Working with patients, clients, customers or students
known or suspected to have a history of violence.

. Workers with a history of assaults or who exhibit bellig-
erent, intimidating and threatening behaviour to others.
These are just some of the major factors that contribute to
workplace violence. If you have identified any of these, or
other indicators of violence in the workplace, then a further
evaluation should be performed.

WORKPLACE VIOLENCE IN
EAST AFRICA

he Circumstances associated with workplace violence in

Africa can be divided into three major types.However,it is
important to keep in mind that a particular occupation or
workplace may be subject to more than one type.

Type |

— In Africa, the majority of fata workplace assaults involve

a person entering a small late-night retail establishment,
eg liquorstore, gas station or a convenience food store, to
commit a robbery. During the commission of the robbery, a
worker or more likely, the proprietor, is killed or injured.

Workers or proprietors who have face-to-face contact and
exchange money with the public, who work late in the night
and into the early morning hours, and who often work alone
or in very small numbers are at greatest risk of Type | event.
While the assailant may feign being a customer as a pretext
to enter the establishment, he or she has no legitimate rela-
tionship to the workplace.
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Retail robberies resulting in workplace assaults usually
occur between the late night and early morning hours and
are most often armed robberies. In addition to workers who
are classified as cashiers, many victims of late night retail
violence are supervisors or proprietors who are attacked
while locking up their establishment for the night janitors
who are assaulted while cleaning the establishment after it
is closed.

Other occupations/workplaces may be atrisk of Type | event.
For instance, assaults on taxicab drivers ,company drivers
who involve a pattern similar to retail robberies. The attack
is likely to involve an assailant pretending to be a bona fide
passenger during the late night or early morning hours who
enters the taxicab or stops the company driver to rob the
driver of his or her fare receipts. Type | events also involve
assaults on security guards. It has been known for some time
that security guards are at a risk of assault when protecting
valuable property that is the subject of an armed robbery.
Type Il — A type Il workplace violence event involves an
assault or threat by someone who is either the recipient or
the object of a service provided by the affected workplace
or victim.

Type ll
- Events involve fatal or nonfatal injuries to individuals who

provide services to the public. These events chiefly involve
assaults on public safety and correctional personnel like
public bus, health care and social service providers, teach-
ers, sales personnel and other public or private service sector
workers who provide professional, public safety, administra-
tive or business services to the public.

Law enforcement personnel are at risk of assault from the
“object “of the public safety services(suspicious persons,de-
tainees,or arrestees)when making arrests, conducting drug
raids, responding to calls involving robberies or domestic dis-
putes, serving warrants and eviction notices and investigat-
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ing suspicious vehicles.Similarly,correctional personnel are at
risk of assault while guarding and fransporting jail or prison
inmates.

Of increasing concern, though, are Type Il events involving
assavults to the following types of service providers:

1.

Medical care providers in acute care hospitals, long-
term care facilities outpatient clinics and home health
agencies.

Mental health and psychiatric care providers in inpa-
fient facilities, outpatient clinics, residential sites and
home health agencies.

Alcohol and drug freatment providers.

Social welfare providers / unemployment offices,
welfare eligibility offices, homeless shelters, probation
offices and child welfare agencies.

Teaching ,administrative and support staff in schools
where students have a history of violent behavior and
Other types of service providers, e.g, justice system
personnel, customer service representatives and
delivery personnel.

Unlike Type (l) events which often represent irregular
occurrences in the life of any

particular at-risk establisnment, Type Il events occur on a
daily basis in many service

establisnments, and therefore represent a more pervasive
risk for many service providers.
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Type lll

- A Type Il workplace violence event consists of an assault
by an individual

who has some employment-related involvement with the
workplace. A Type lll event

usually involves a threat of violence, or a physical act of
violence resulting in a fatal or

nonfatal injury, by a current or former worker, supervisor or
manager; a current or former

spouse or lover; a relative or friend; or some other person
who has a dispute involving a

worker of the workplace.

Available data indicates that a Type lll event is not associat-
ed with a specific type of

workplace or occupation. Any workplace can be atrisk of a
Type lll event. However,

Type lll events account for a much smaller proportion of fatal
workplace injuries than

Types | and Il. Nevertheless, Type Ill fatalities often attract
significant media atftention and are perceived as much
more common than they actually are.
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INJURY AND ILLNESS
PREVENTION PROGRAM
FOR WORKPLACE SECURITY

Your establishment’s IIP Program for Workplace Security ad-
dresses the hazards known to be associated with the three
major types of workplace violence.

Type |

Workplace violence involves a violent act by an assailant
with no legitimate relationship to the

workplace who enters the workplace to commit a robbery
or other criminal act.

Type |l

Involves a violent act or threat of violence by a recipient of
a service provided by your

establishment, such as a client, patient, customer, passen-
ger or a criminal suspect or prisoner.

Type lll

Involves a violent act or threat of violence by a current or
former worker, supervisor or manager, or another person
who has some employment-related involvement with your
establishment, such as a worker’s spouse or lover, a worker's
relative or friend, or another person who has a dispute with
one of your workers.

NOTE: No one is required to use this Model Program. Howev-
er, if you determine that workplace security hazards exist in
your workplace, you may want o use some or all of this Mod-
el Program or develop your own program independently.
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RESPONSIBILITY
You have to decide and assign responsibility for security in
your workplace. The IIP Program administrator for workplace
security is
and has the author-
ity and responsibility for Program Administrator
Implementing the provisions of this program or

Establishment Name

All managers and supervisors are responsible for implement-
ing and maintaining this IIP Program in their work areas and
for answering worker questions about the IIP Program. A
copy of this IIP Program is available from each manager and
supervisor

COMPLIANCE
We have established the following policy to ensure compli-
ance with your rules on
Workplace security.

Management of your establishment is committed to ensur-
ing that all safety and health

Policies and procedures involving workplace security are
clearly communicated and

Understood by all workers.

All workers are responsible for using safe work practices, for
following all directives,

policies and procedures, and for assisting in maintaining a
safe and secure work

Environment. Your system of ensuring that all workers, includ-
ing supervisors and

managers, comply with work practices that are designed to
make the workplace more

secure, and do not engage in threats or physical actions
which create a security hazard for
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others in the workplace, include:

1. Informing workers, supervisors and managers of the
provisions of your IIP Program for Workplace Security.

2. Evaluating the performance of all workers in complying
with your establishment’s workplace security measures.

3. Recognizing workers who perform work practices which
promote security in the workplace.

4. Providing training and/or counseling to workers whose
performance is deficient in complying with work
practices designed to ensure workplace security.

5. Disciplining workers for failure to comply with workplace
security practices.

6. The following practices that ensure worker compli-
ance with workplace security directives, policies and
procedures:

NOTE: No one is required to use this Model Program. However, if
you determine that workplace security hazards exist in your work-
place, you may want to use some or all of this Model Program or
develop your own program independently.

COMMUNICATION

At your establishment, we recognize that you maintain a
safe, healthy and secure workplace

which must have open, two-way communication between
all workers, including managers

and supervisors, on all workplace safety, health and security
issues. The establishment

has a communication system designed to encourage a
confinuous flow of safety, health
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and security information between management and your
workers without fear of reprisal and in a form that is readily
understandable. The communication system consists of the
following checked items:

* New worker orientation on the establishment’s workplace
security policies, procedures and work practices.

* Periodic review of the lIP Program for Workplace Security
with all personnel.

* Training programs designed to address specific aspects
of workplace security unique to your establishment.

* Regularly scheduled safety meetings with all personnel
that include workplace security discussions.

* A system to ensure that all workers, including managers
and supervisors, understand the workplace security pol-
icies.

e Posted or distributed workplace security information.

* A system for workers to inform management about
workplace security hazards or threats of violence.

* Procedures for protecting workers who report threats from
retaliation by the person making the threats.

e Addressing security issues at your workplace security
team meetings.

e |f your establishment has fewer than ten workers and
communicates with and instructs workers orally about
general safe work practices with respect to workplace
security.

e Other:

NOTE: No one is required to use this Model Program. However, if
you determine that workplace security hazards exist in your work-
place, you may want to use some or all of this Model Program or
develop your own program independently.
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HAZARD ASSESSMENT

As an organization, you will be required to perform
workplace hazard assessment for workplace security in
the form of periodic inspections. Periodic inspections to
identify and evaluate work place security,hazards and
threats of work place violence are performed by the following
observer(s) in

the following areas of our workplace:

Observer Area

Periodic inspections are performed according to the follow-

ing schedule:

1. . ; Frequency  (daily,
weekly, monthly, etc.)

2. When you have initially established our IIP Program for
Workplace Security;

3. When new, previously unidentified security hazards are
recognized;

4. When occupational injuries or threats of injury occur; and

5. Whenever workplace security condifions warrant an

inspection.

Periodic inspections for security hazards consist of identifica-
tion and evaluation of

Workplace security hazards and changes in worker work
practices, and may require

assessing for more than one type of workplace violence.
Your establishment performs

inspections for each type of workplace violence by using
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the methods specified below to
identify and evaluate workplace security hazards.

Inspections for Type | workplace security hazards in-
clude assessing:

1.

2.

o O

The exterior and interior of the workplace for its
attractiveness to robbers.

The need for security surveillonce measures, such as
mirrors or cameras.

Posting of signs notifying the public that limited cash is
kept on the premises.

Procedures for worker response during a robbery or other
criminal act.

Procedures for reporting suspicious persons or activities.
Posting of emergency felephone numbers for law
enforcement, fire and medical services where workers
have access to a telephone with an outside line.

Limiting the amount of cash on hand and using time
access safes for large bills.

Ofther:

NOTE: No one is required to use this Model Program. However,
if you determine that workplace security hazards exist in your
workplace, you may want to use some or all of this Model Program
or develop your own program independently.
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HAZARD ASSESSMENT (continued)

Inspections for Type Il workplace security hazards include
assessing:

1.

2.

0 N

Access to, and freedom of movement within, the
workplace.

Adequacy of workplace security systems, such as door
locks, security windows, physical barriers and restraint
systems.

Frequency and severity of threatening or hostile situations
that may lead to violent acts by persons who are service
recipients of your establishment.

Workers skill in safely handling threatening or hostile
service recipients.

Effectiveness of systems and procedures to warn others of
a security danger or fo summon assistance, e.g., alarms
or panic buttons.

The use of work practices such as “buddy” systems for
specified emergency events.

The availability of worker escape routes.

. 8. Ofther:

Inspections for Type lll workplace security hazards include
assessing:

1.

How well the establishment's anfi-violence policy
has been communicated fo workers, supervisors or
managers.

How well your establishment’s management and workers
communicate with each other.

Your workers’, supervisors’ and managers’ knowledge of
the warning signs of potential workplace violence.

13
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4. Access to, and freedom of movement within, the
workplace by non-workers, including recently discharged
workers or persons with whom one of your worker's are
having a dispute.

5. Frequency and severity of worker reports of threats of
physical or verbal abuse by managers, supervisors or
other workers.

6. Any prior violent acts, threats of physical violence,

verbal abuse, property damage or other signs of strain or

pressure in the workplace.

Worker disciplinary and discharge procedures.

8. Other:

N

NOTE: No one is required to use this Model Program. However, if
you determine that workplace security hazards exist in your work-
place, you may want to use some or all of this Model Program or
develop your own program independently.

INCIDENT INVESTIGATIONS

As an organization, you have to establish the following
policies for investigating incidents of workplace Violence.

Your procedures for investigating incidents of workplace
violence, which includes
threats and physical injury, include:

1. Reviewing all previous incidents.

2. Visiting the scene of an incident as soon as possible.

3. Interviewing threatened or injured workers and witnesses.
4. Examining the workplace for security risk factors associ-
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ated with the incident, including any previous reports of
inappropriate behavior by the perpetrator.

Determining the cause of the incident.

Taking corrective action to prevent the incident from
recurring.

Recording the findings and corrective actions taken.
Ofther:

HAZARD CORRECTION

Hazards which threaten the security of workers shall be
corrected in a fimely manner
based on severity when they are first observed or discovered.

Corrective measures for Type | workplace security hazards
can include:

. Making the workplace unattractive to robbers.

Utilizing surveillance measures, such as cameras or
mirrors, to provide information as to what is going on
outside and inside the workplace.

Procedures for the reporting suspicious persons or activi-
ties.

Posting of emergency telephone numbers for law
enforcement, fire and medical services where workers
have access to a telephone with an outside line.

Posting of signs notifying the public that limited cash is

15
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kept on the premises.

6. Limiting the amount of cash on hand and using fime
access safes for large bills.

7. Worker, supervisor and management training on
emergency action procedures.

8. Ofther:

NOTE:No one is required to use this Model Program. However,
if you determine that workplace security hazards exist in your
workplace, you may want to use some or all of this Model Program
or develop your own program independently

Corrective measures for Type Il workplace security haz-
ards include:

1. Conftrolling access to the workplace and freedom of
movement within it, consistent with business necessity.

2. Ensuring the adequacy of workplace security systems,
such as door locks, security windows, physical barriers
and restraint systems.

3. Providing worker fraining in recognizing and han-
dling threatening or hostile situations that may lead to
violent acts by persons who are service recipients of your
establishment.

4. Placing effective systems to warn others of a security
danger or to summon assistance, e.g., alarms or panic
buttons.

5. Providing procedures for a “buddy” system for specified
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emergency events.
6. Ensuring adequate worker escape routes.
/. Ofther:

Corrective measures for Type Ill workplace security haz-
ards include:

1. Effectively communicating your establishment’s anti-vio-
lence policy to all workers, supervisors or managers.

2. Improving how well your establishment’'s management
and workers communicate with each other.

3. Increasing awareness by workers, supervisors and manag-
ers of the warning signs of potential workplace violence.

4. Conftroling access to, and freedom of movement
within, the workplace by non —workers, including recently
discharged workers or persons with whom one of your
worker's is having a dispute.

5. Providing counseling to workers, supervisors or
managers who exhibit behavior that represents strain or
pressure which may lead to physical or verbal abuse of co-
workers.

6. Ensure that all reports of violent acts, threats of
physical violence, verbal abuse, property damage or
othersignsofstrainorpressureintheworkplace arehandled
effectively by management and that the person
making thereportis not subject toretaliation by the person
making the threat.

7. Ensure that worker disciplinary and discharge procedures
address the potential for workplace violence.

8. Other:
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10.

NOTE: No one is required to use this Model Program. However, if
you determine that workplace security hazards exist in your work-
place, you may want to use some or all of this Model Program or
develop your own program independently.

TRAINING AND INSTRUCTION

As an organization, you have to establish the following poli-
cy on training all workers with respect to
workplace security.

All workers, including managers and supervisors, shall have
training and instruction on

general and job-specific workplace security practices.
Training and instruction shall be

provided when the IIP Program for Workplace Security is first
established and

periodically thereafter. Training shall also be provided to all
new workers and to other

workers for whom training has not previously been provided
and to all workers,

supervisors and managers given new job assignments for
which specific workplace

security training for that job assignment has not previously
been provided. Addifional

training and instruction will be provided to all personnel
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whenever you as an employer has made
awareness of new or previously unrecognized security
hazards.

General workplace security training and instruction in-
cludes, but is not limited to, the following:

1. Explanation of the IIP Program for Workplace Security
including measures for reporting any violent acts or
threats of violence.

2. Recognition of workplace security hazards including the
risk factors associated with the three types of workplace
violence.

3. Measures to prevent workplace violence, including

procedures for reporting workplace security hazards or

threats to managers and supervisors.

Ways to defuse hostile or threatening situations.

Measures to summon others for assistance.

Worker routes of escape.

Noftification of law enforcement authorities when a

criminal act may have occurred.

8. Emergency medical care provided in the event of any
violent act upon a worker; and

9. Post-event trauma counseling for those workers desiring
such assistance.

N O~

In addition, as an employer, you should provide specific
instructions to all workers regarding workplace security

hazards unique to their job assignment, to the extent that
such information was not already covered in other fraining.
NOTE: No one is required to use this Model Program. However,
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if you determine that workplace security hazards exist in your
workplace, you may want to use some or all of this Model Program
or develop your own program independently.

TRAINING AND INSTRUCTION (continued)

As an organization, you have to choose the follow-
ing checked items for Type | training and instruction for
managers, supervisors and workers:

Crime awareness.

Location and operation of alarm systems.
Communication procedures.

Proper work practices for specific workplace activities,
occupations or assignments,

Such as late night retail sales, taxi-cab driver, or security
guard.

Other:

As an organization, you have tochoose the following
checked items for Type Il training and instruction
forManagers, supervisors and workers:

Self-protection.

Dealing with angry, hostile or threatening individuals.
Location, operation, care, and maintenance of alarm
systems and other protective devices.

Communication procedures.

Determination of when to use the “buddy” system or oth-
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er assistance from co-workers.

e Awareness of indicators that lead o violent acts by ser-
vice recipients.

e Other:

As an organization, you have to choose the following
checked items for Type Il fraining and instruction
formanagers, supervisors and workers:

* Pre-employment screening practices.

* Worker Assistance Programs.

* Awareness of situational indicators that lead to violent
acts.

* Managing with respect and consideration for worker
well-being.

e Review of anti-violence policy and procedures.

e Other:

NOTE: No one is required to use this Model Program.
However, if you determine that work place security hazards
existin your workplace, you may want to use some or all of this
Model Program or develop your own program independent-

ly.
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RECORDKEEPING

As an organization, you have to choose the following
categories as your record keeping policy.

Category 1. If your establishment has twenty or more
workers and either (a) has a workers’ compensation
modification rate of greater than 1.1 and is not on a
designated low hazard industry list or (b) is on a designat-
ed high hazard industry list.

You have to take the following steps to implement and
maintain your lIP Program.

1.

Records of workplace security inspections, including
the person(s) or persons conducting the inspection, the
unsafe conditions and work practices that have been
identified and the action taken to correct the identified
unsafe coditions and work practices, are recorded on a
hazard assessment and correction form; and
Documentation of security training for each worker,
including the worker’s name or other identifier, training
dates, type(s) of fraining, and training.

Inspection records and training documentation will be
maintained according to the following checked schedule:

For one year, except for training records of a worker who
have worked for Less than one year which are provided
to the worker upon termination of employment; or

Since you have fewer than ten workers, including manag-
ers and supervisors, we only maintain inspection records
until the hazard is corrected and only maintain a log of
instructions to workers with respect to worker job assign-
ments when they are first hired or assigned new duties.

Category 2. If your establisnhment has fewer than twen-
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ty workers and is not on a designated high hazard
industry list. You will be recquired to be on a designat-
ed low hazard industrylist or have a workers’ compensa-
tion experience modification rate of 1.1 or less, and you
will be entitled to follow these steps to implement and
maintain your lIP Program:

1. Records of hazard assessment inspections; and

2. Documentation of safety, health and security
training for each worker.

RECORDKEEPING (continued)

Inspection records and training documentation will be
maintained according to the following checked schedule:

or

For one year, except for training records of work-
ers who have worked for less than one year which are
provided to the worker upon termination of employment;

Since your organization has less than ten workers,
including managers and supervisors, youWill be required
fo maintain inspection records only until the hazard is
corrected and only maintain a log of instructions to
workers with respect to job assignments when they are
first hired or assigned new duties.

23
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Category 3.

Therefore being a local governmental entity (any county,
city, or district, and any

public or quasi-public corporation or public agency therein)
and you are not required

to keep written records of the steps taken to implement and
maintain your lIP Program.

NOTE: No one is required to use this Model Program. However, if you
determine that workplace security hazards exist in your workplace, you
may want to use some or all of this Model Program or develop your own
program independently.
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